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Cloud Computing
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Ȱ! ÍÏÄÅÌ ÆÏÒ ÅÎÁÂÌÉÎÇ ÃÏÎÖÅÎÉÅÎÔȟ ÏÎ-demand network access to a shared 
pool of configurable computing resources (e.g., networks, servers, storage, 
applications, and services) that can be rapidly provisioned and released with 

ÍÉÎÉÍÁÌ ÍÁÎÁÇÅÍÅÎÔ ÅÆÆÏÒÔ ÏÒ ÓÅÒÖÉÃÅ ÐÒÏÖÉÄÅÒ ÉÎÔÅÒÁÃÔÉÏÎȱ

Ȱ#ÌÏÕÄ #ÏÍÐÕÔÉÎÇ ÒÅÆÅÒÓ ÔÏ ÏÎ-demand delivery of computing services ɀ

servers, storage, databases, networking, software, analytics and moreɂ

ÏÖÅÒ ÔÈÅ ÎÅÔ×ÏÒËȢȱ



Cloud Deployment Models
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Ɇ Anybody can buy its services

ɆExample: Microsoft  Azure

ɆComposition of 
two or more 
clouds

ɆExample: an 
academic cloud is 
extended to public 
cloud or other 
academic cloud

ɆShared by several 
organizations with 

similar goals

ɆExample: many 
ELIXIR Node 

clouds

ɆProvisioned for 
exclusive use by a single 

organization

Ɇ%ØÁÍÐÌÅȡ ÏÒÇÁÎÉÚÁÔÉÏÎȭÓ 
internal cloud system

PRIVATE COMMUNITY

PUBLICHYBRID



IaaSɀPaaSɀSaaS : the responsibility division 
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Infrastructure as a Service (IaaS)
CSCôs ePouta/cPouta

Amazon EC2, 

Microsoft Azureé.

Platform as a Service (PaaS)
CSCôs RAHTI 

CSCôs notebook.csc.fi

Google AppEngine, 

Heroku,é

Software as a Service (SaaS)

CSCôsChipster, 

Google Web Apps, 

Microsoft Web Apps,,..

DropBox and many other cloud services
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For example:

pouta.csc.fi, Amazon EC2, 

Microsoft Azure, Google Compute 

Engine 

Infrastructure as a Service (IaaS)

Cloud Service Landscape

Å This course is strictly about IaaS cloud

Å9ÅÓÔÅÒÄÁÙȭÓ ÓÅÒÖÉÃÅÓ ÉÎ Á 6ÉÒÔÕÁÌ -ÁÃÈÉÎÅ ÁÒÅ 

ÔÏÄÁÙȭÓ ÃÏÎÔÁÉÎÅÒÉÚÅÄ microservicesȠ ÔÏÄÁÙȭÓ 

containerized microservicesÁÒÅ ÔÏÍÏÒÒÏ×ȭÓ 

serverlessarchitectures

Å IaaS probably has some evolutionary cycles left, 

too

Å,ÅÔȭÓ ÐÒÏÃÅÅÄ ÔÏ ÌÏÏË ÁÔ ÈÏ× )ÁÁ3 ÉÓ ÓÅÔÕÐȦ



Typical IaaS Cloud Setup
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Cloud Middleware

Frontend 
Client

Web UI, 
CLI, ..
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Creating virtual resources in Pouta - User Interfaces

ÅWeb User Interface -
o 3ÕÉÔÁÂÌÅ ÆÏÒ ÁÄÍÉÎÉÓÔÅÒÉÎÇ ÉÎÄÉÖÉÄÕÁÌ 6-Óȟ ËÅÙÓȟ ÉÍÁÇÅÓȟ ÖÏÌÕÍÅÓȣ

o The only UI to support Haka federated login

ÅCLI tools
o Suitable for more elaborate resource provisioning and possibly 

some lightweight (scripted) software integrations

o More info at https://research.csc.f/pouta-install-client 

ÅProgramming APIs
o Suitable for building very large systems and stacks

o Support from individual services (compute, storage) to full-fledged orchestration

o List of APIs available at https://pouta.csc.f/dashboard/project/access_and_security



Workflow For Creating Resources



Workflow For Creating Resources



Workflow For Creating Resources



Workflow For Creating Resources



Things needed to create and access a VM in cPouta

ÅAccess to PoutaWeb UI

ÅOne IPv4 address -Á ÐÕÂÌÉÃ ȰFloating IPȱ

ÅSecurity GroupÐÅÒÍÉÔÔÉÎÇ ÁÃÃÅÓÓ ÆÒÏÍ 5ÓÅÒȭÓ ÃÏÍÐÕÔÅÒ

ÅSshkey-Based Authentication 

Å later the authentication can be changed to password based, 

but it is not so recommended as password protected key 

ÅSSHclient software

Å Internet access



Creating a Key pair

Navigate to 

Compute>Access and 

Security>Key Pairs

Click on create Key 

Pair, name key as 

lastname_firstname



Storing the key pair 

Linux and Mac OS X

ǒ Create .sshdirectory in ~ if its not there 
already

mkdir - p  . ssh

chmod 700 . ssh

ǒ Move key pair to .sshdirectory
cd . ssh

mv ../Downloads/ yourkey.pem .

ǒ Make key unreadable by other users
chmod 400 yourkey.pem

ǒ Protect key with passphrase 
ssh - keygen - p - f yourkey.pem

Windows

ǒ Download Putty and Puttygentools if you 
ÄÏÎȭÔ ÈÁÖÅ ÔÈÅÍ

ǒ Load your private key (yourkey.pem) into
puttygen and change it to .ppk format

ǒ Open Putty, load .ppk file under Connection | 
SSH | Auth | Private key file for 
authentication
ҥProvide user name cloud-user
ҥProvide password which you added to 

Puttygen(Optional)



Opening VM to internet with security groups

Cloud-user 
account 

Virtual 
machine

Public
key

Ssh terminalPrivate
key

¸ A Security Group defines a set of cloud level firewall rules for 
filtering traffic, typically inbound

¸ By default Security Groups blocks all incoming connections to 
your VM. It is good to keep them as closed as possible!

¸ Security groups define combinations of ports and IP addresses 
for which the incoming connections are permitted

¸ Security groups are created in the web interface and then 
applied to virtual machines

¸ One security group and include several ñrulesò and be used by 
several virtual machine

¸ One machine can use several security groups and vice versa
¸ You can additionally have some VM level firewall rules in 

conjunction to security group for better security.
¸ Typical case: allow connections from the IP address of your own 

computer to port 22 (SSH port).

Firewall

Allow 
123.456.7 
to connect 

Port:22IP:
123.456.7



Security Groups

ÅCreated by navigating to 

Compute>Access and Security>Create 

Security Group
o Several predefined rule sets are available, 

such as for SSH

o At bare minimum you need to select the 

Source IP for the traffic

o Modify the CIDRfield to allow SSH 

connections only from specific IPs



Creating an Instance

ǒ Navigate to Compute>Instances and Launch Instance

ǒ Give Instance name as lastname_firstname_instance

ǒ Select a Flavor of your choice (standard.tiny is a good 
first choice)

ǒ Select Instance Boot Source as Boot from image

ǒ Pick an image - any image

ǒ Navigate to Access & Securityin same popup. Make 
ÓÕÒÅ ÔÈÁÔ ÔÈÅ ȰSSH-7ÏÒÌÄȱ Security Group is selected.

ǒ Populate the Post-Creation script as per 



Creating an Instance  !

ǒ Add SSH key pair to Web UI

ǒ Create instance as before

ǒ In Access & Security, make sure that the SSH key pair is 
selected

ǒ When connecting to the instance, designate the private 
key into the session or pre-populate it into an SSH agent 
prior to making a connection



Exercise Set 1: Creating & Securing Virtual Resources 

ÅExercise 1 - Creating a temporary Virtual Machine for testing login
o Log in to Cloud Dashboard at https://pouta.csc.fi/

o Create your own Virtual Machine Instance with disposable password in post creation section

o Associate Floating IP to Virtual Machine Instance

o Log in to your VM using SSH or Putty

o Exit and delete the VM

ÅExercise 2 - Creating an SSH key pair for secure login to an Instance
o Create an SSH key pair, storing the private key in a safe place

o Create new VM Instance using this key pair

o Associate Floating IP address to VM

o Log in



Exercise Set 1: Creating & Securing Virtual Resources 

ÅExercise 3 ɀCreate your own Security Group for securing your virtual resources
o Create your own Security Group for SSH traffic

o Start by creating a wrong Security Group rule 

o Attach it to your VM

o You would be denied access to your VM

o Modify Security Group again, this time with correct Security Group rule

o Connect to your VM



Pouta: Hardware Options

ɆScientific 
Applications

ɆAdvanced Computing 
& Software 
Development

ɆNormal Computing & 
Software 
Development

ɆNormal Application/ 
Web & content 
services hosting

ɆFast local disk needs

ɆHadoop/Spark

ɆClustered Databases

ɆAI, Deep Machine Learning

ɆIntensive 3D/Video/Image 
processing

GPU 
Flavor* 

I/O 
Flavor

HPC 
Flavor

Standard 
Flavor*



OpenStack
¸ #3#ȭÓ Ã0ÏÕÔÁȾÅ0ÏÕÔÁ ÃÌÏÕÄ ÓÅÒÖÉÃÅÓ ÁÒÅ ÐÏ×ÅÒÅÄ ÂÙ /ÐÅÎ3ÔÁÃËȢ

¸ Current OpenStack version used by Pouta services is Newton

¸OpenStack is a cloud software that allows end user to create  and use their VM 
instances, networks and storage.

¸Fast moving open source project with backing from industrial giants like AT&T, Red 
Hat, IBM, Intel, HP etc.

¸Flexible architecture which may support different types of scalabilities.

¸Used by many organizations from research institutes to service/content providers.

¸Large customer base augments better availability of expertise, support and chances 
of continuity.

¸Supports Web UI, CLI and REST Interfaces



OpenStack WebUI


